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Phis  study  was  initiated  by  a perceived  shortfall  in  doctrine; 
that  being  a failure  to  adequately  address  the  impact  of  elec- 
tronic warfare  (EW)  on  the  maneuver  battalion.  Threat  capabili- 
ties have  been  adequately  documented,  and  the  "Battle  Captain" 
has  been  warned  about  the  EW  environment , but  he  has  not  been 
told  how  to  effectively  operate  in  the  EW  environment. 

’’"This  thesis  was  conducted  to  determine  the  EW  impact  on  tactical  j 
plans  and  training  of  the  mechanized  infantry  battalion  and  to 
recommend  solutions  to  shor tcomings  discovered.^ 

Existing  literature  was  examined  to  establish  the  present  training 
preparation  versus  threat  capabilities.  Field  manuals,  training 
circulars,  TRADOC  publications,  and  Command  and  General  Staff 
College  materials  were  used  as  the  basis  for  research. 

Acidi t ionally , after  action  reports,  field  notes,  and  periodicals 
provided  excellent  source  material.  ^ 

The  conclusions  derived  from  the  study  indicate  that  the  EW  impact 
on  the  battalion  is  awesome,  but  manageable.  Many  of  todays 
problems  result  from  decisions  and  events  of  the  past  decade; 
still  other  portions  have  developed  and  will  continue  to  develop 
from  actions  of  the  Soviet  Union  to  improve  its  already  signifi- 
cant EW  capabilities . v 

> The  only  units  capable  of  accomplishing  their  assigned  missions 
will  be  those  who  have  been  trained  and  led  by  commanders  opera- 
ting in  an  environment  where  EW  was  fully  integrated  into  the 
tactical  plan  and  where  latitude,  trust,  and  confidence  are 
extended  to  subordinates „ 
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The  opinions  and  conclusions  expressed  herein  are  those  of 
the  individual  student  author  and  do  not  necessarily 
represent  the  views  of  either  the  U.S.  Army  Command  and 
General  Staff  College  or  any  other  governmental  agency. 
(References  to  this  study  should  include  the  foregoing 
s tatement . J 


"Tho  high  levels  of  electronic  warfare  on  the  modern 
battlefield  ..ill  make  command  and  control  difficult.  The 
leader's  Job  will  be  harder  because  it  will  be  more 
difficult  for  him  to  communicato  with  those  with  whom  he 
has  to  calk  to  get  on  with  the  battle.  Good,  sound 
training  is  the  only  thing  that  can  keep  an  outfit  moving- 
doing  its  job  when  command  and  control  is  difficult. 
(Source:  Donn  A.  Starry , "Sergeants'  Business,"  Mili tary 

Review,  May  1978,  p.  t> ." 


ABSTRACT 

The  next  battle  is  envisioned  as  a short,  violent 
conflict  of  unprecedented  destruction.  The  1973  Middle  Bast 
War  rendered  a vivid  insight  to  that  battlefield.  To  moet 
the  challenges  of  the  next  battle,  the  U.S.  Army  began 
publishing  a new  series  of  "How  to  Fight"  manuals  in  1 976 
which  address  the  doctrine  of  fighting  future  battles. 

This  study  was  initiated  hv  a perceived  shortfall  in 
doctrine;  that  being  a failure  to  adequately  address  the 
Impact  of  electronic  warfare  (EW_)  on  the  maneuver  battalion. 
Threat  capabilities  have  been  adequately  documented,  and  the 
"Battle  Captain"  has  been  warned  about  the  KW  environment, 
but  he  has  not  been  told  how  to  effectively  operate  in  the 
EW  environment.. 

This  thesis  was  conducted  to  determine  the  EW  impact 
on  tactical  plans  and  training  of  the  mechanised  infantry 
battalion  and  to  recommend  solutions  to  shortcomings  dis- 
co ve re d . 
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Exiijtiru;  literature  was  examined  to  establish  the 
present  training  preparation  versus  threat  capabilities. 

Field  manuals,  training  circulars,  TRADOC  publica tions , and 
Command  and  General  Staff  College  materials  were  used  as 
the  basis  for  research.  Addi tionally , after  action  reports, 
field  no  res,  and  periodicals  provided  excellent  source 
material . 

The  conclusions  derived  from  the  study  Indicate  that 
the  KW  impact  on  the  battalion  is  awesome,  but  manageable. 
Many  of  todays  problems  result  from  decisions  and  events  of 
the  past  decade;  still  other  portions  have  developed  and  will 
continue  to  develop  from  actions  of  the  Soviet  Union  to  im- 
prove its  already  significant  EW  capabilities. 

The  only  units  capable  of  accomplishing  their  assigned 
missions  will  be  those  who  have  been  trained  and  led  by 
commanders  operating  in  an  environment  where  EW  was  fully 
integrated  into  the  tactical  plan  and  where  latitude,  trust, 
and  confidence  are  extended  to  subordinates. 
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C A:  . . . 


TfiE  PROBLEM 

"Con.-ri'S:-  con  ink.  a officer,  but  only  comnunications 
oar.  r.ak«  a cc'T.ran.ir  :■ . " ~ 

Rec<  nt  , S.  An  y iblicat  ions  i iv  i i ir«  - s«  d a n<  w 
. ; , of  the  Army's  primary  mission,  winning  the  land 

battle.  Feld  Manual  (FM)  100-5  the  capstone  manual  for  the 
,S,  Array,  and  nuim  rous  oth  r new  FM s j rovi  ie  an  elaboration 
of  "How  to  Fight”  th<  n xt  1 an  i war.  Our  success  in  this 
war  will  depend  on  timely  assessments  within  the  dynamics  o 
a vio len t battlefield,  coni  nuour  updating  oi  Lnforraa tion, 
and  effective  command  and  control  of  our  forces  t : trough  a 
ositivi  communications  system  re  effect  a successful  com- 
bined arms  operation. 

A battle  in  Central  Europe  against  forces  of  the 
Warsaw  Pac t will  be  an  extremely  demanding  mission,  particu- 
larly In  view  of  the  impact  of  enemy  FW  on  command  and  con- 
trol. Little  preparational  doctrine  has  been  established  as 
to  how  the  mechanised  infantry  battalion  commander  exercises 
command  and  control  in  the  EW  environment. 

This  thesis  will  identify  problems  in  KW,  propose  and 
evaluate  alternative  solutions,  anil  offer  recommendations 
concerning  training  and  techniques  in  command,  control  one. 
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communication (cJ ) to  enhance  the  battalion  commander's 
mission  accomplishment  in  the  European  Theater  of  Operations . 

ELECTRONIC  WARFARE  BACKGROUND 

Training  centers  of  the  U.S.  Army  provide  sources  of 

combat  development  and  doctrine  to  commanders  and  their 

staffs  to  enhance  battlefield  preparation  and  awareness. 

Estimates  of  the  enemy  capabilities  have  become  an  integral 

part  of  this  preparation.  Army  doctrine  has  addressed  all 

aspects  of  the  Warsaw  Pact's  radioelec tronic  combat  (REC ) 

capability  and  its  ability  to  severely  degrade  our  radar  and 

communication  links.  Estimates  of  enemy  electronic  warfare 

support  measures  (ESM)  and  electronic  counter  measures  (ECM) 

effectiveness  vary,  but  figures  as  high  as  73  percent  effec- 

2 

tiveness  have  been  projected  against  our  current  systems. 

Army  publications  and  training  programs  from  our  training 
centers  address  only  the  enemy  threat  and  approved  radio 
telephone  procedures.  Current  training  programs  do  not 
demand  new  operational  requirements  of  the  commander  and 
staff  nor  do  they  provide  clear  answers  as  to  how  the  com- 
mander will  command  and  control  his  unit  while  operating  in 
this  intense  EW  environment. 

Operations  on  the  modern  battlefield  will  be  conducted 
by  highly  mobile  task  force  organizations  carefully  developed 
to  provide  the  optimum  in  combat  effectiveness.  This 
organization  will  consist  of  nonorganic  elements  cross-attached 
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to  cajutaliuo  on  unique  capabilities  or  as  a thickening  force. 
This  cross-at tachment  places  an  additional  training  burden 
on  training  centers.  Standard  training  techniques  and 
tactics  a essential  for  each  combat  arm.  The  Commander  and 
all  subordinates  must  "see  the  battle"  and  communicate 
directives  and  reports  efficiently  in  this  highly  complex 
and  rapid  environment. 

STATEMENT  OP  THE  PH 03 LEM 

This  investigation  identifies  and  describes  the  impact 
of  EW  on  the  mechanized  infantry  battalion’ s plans  and  train- 
ing in  preparation  for  tactical  requirements,  and  recommends 
courses  of  action. 

The  inves tiga tion  Ls  limited  to  the  study  of  the 
mechanized  infantry  battalion  in  the  European  mid-to-high 
intensity  environment  and  the  EW  doctrine  available  to  the 
commander  and  his  staff.  Tne  study  will  provide  do cumenta- 
t ion  to  assist  the  commander  by  enumerating  essential 
considerations  for  unit  plans  and  training. 

ASSUMPTIONS 

The  impact  of  EW  on  plans  and  training  is  a very 
complex  question.  A complete  Investigation  would  be  beyond 
the  scope  of  this  thesis;  therefore,  in  order  to  simplify 
the  analysis  throe  assumptions  are  made: 

a.  Tne  conflict  will  be  of  short  duration. 


b.  Soviet  Doctrine  is  reflected  in  the  writing:  of 
rontoraporary  Sovie;  military  scholars  and  equipment 
capabilities . 

c.  Organization  and  equipment  currently  available 
to  both  friendly  and  enemy  forces  will  bo  used  throughout 
the  conflic  t . 

METHODOLOGY 

Existing  EW  literature  lias  been  examined  to  establish 
the  present  training  preparation  vs.  threat  capabilities. 
Wonclassi fied  field  manuals,  training  circulars.  Training 
and  Doctrine  Command  (TKADOC)  publications,  and  Command  and 
General  Staff  College  publications  have  been  used  as  a basis 
for  the  research.  Additionally , afteraction  reports , field 
notes,  and  periodicals  have  provided  source  material. 

Informal  interviews  wore  also  conducted  with  five 
allied  student  officers  of  the  197&  Command  and  General 
Staff  College  class  to  determine  their  perceptions  of  the 
EW  environment.  Three  of  these  five  allied  officers  had 
combat  experience  relating  directly  to  EW,  and  all  had  con- 
siderable training  in  communications  problemsolving. 
Techniques,  tactics , and  unique  organisations  unique  to  the 
! . W environment  were  discussed. 

DEFINITION  OF  TERMS 

The  following  definitions  of  terms  are  token  from 


U.S. 


Army  Publications : 


Command , Cq:i(im.1 


Commun ica ! ions  ( C ) . 


to  express  the  system  within  a unit  to  provide 
co:runandor  contro'.  and  coordination  integration 
to  see  the  bat  . ie , plan,  and  execute  combat  mis 
cornmunicat in;  decisions  and  updating  reports. 


To i vi  used 
tho 

in  which 
sions  by 


K1  , >•  "iagno  tic  Energy.  That  energy  pertaining  to 
the  combined  electric  and  magnetic  fields  associated  with 
radiations  or  with  movements  of  charged  particles . 

Electronic  Warfare  (i'.w).  Military  action  involving 
the  use  of  electromagnetic  energy  to  determine,  exploit, 
reduce,  or  prevent  hostile  use  of  the  electromagnetic 
spectrum  and  action  which  retains  friendly  use  of  the 
electromagnetic  spectrum.  EW  is  divided  into  electronic 
combat  and  defensive  E W . 

Electronic  Combat  (EC ) . Tnc  primary  role  of  EW  is 
EC.  It  provides  the  measures  to  discover  and  locate  the 
source  of  enemy  electromagnetic  energy  and  to  take  action 
to  reduce  or  deny  the  enemy's  use'  of  the  electromagnetic 
spectrum.  Two  major  subd ivisions  of  EC  are  Electronic 
Warfare  Support  Measures  and  Electronic  Counter  Measures. 

Electronic  Warfare  Sunport  Measures  (MEM).  The 
actions  taken  to  search  for,  intercept,  locate,  and 
immediately  identify  radiated  elec tromagnotic  energy  for 
the  purport'  of  immediate  threat  recognition  and  the 
tactical  employment  of  forces. 

Electronic  Counter  Measures  (EON).  ECM  are  those 
actions  taken  to  prevent  or  reduce  the  enemy's  effective 
use  of  the  electromagnetic  spectrum.  ECM  includes 
jamming  and  electronic  deception.1 

Electronic  Coun tor-Counter  Measures  (KCCM).  ECCM  :s 
the  defensive  aspect  of  EW  and  i ncludee  actions  taken  to 
insure  friendly  use  of  the  elec tromagne tic  spectrum 
against  electronic  warfare. 


Figure  1 provides  a schematic  of  the  EW  functions  to 
enhance  the  understanding  of  this  phenomenon  as  an  element 


of  combat  power 


ELECTRONIC 

WARFARE 


| 


Intercepting  Jamming  Protecting 

Identifying  Deception 

Analyzing  Manipulative 

Locating  Imitative 


Figure  1.  Electronic  Warfare  Components 
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The  remaining  chapters  of  this  thesis  are  organized 
as  follows; 

Chapter  If,  Review  of  the  E'W  Literature,  traces  the 
current  documentation  rendering  official  guidance , tactics 
and  techniques  to  the  battalion  commander.  Chapter  III, 
Operational  Alternatives  in  an  EW  Environment,  presents  the 
findings  of  the  investigation  and  identifies  shortcomings  of 
present  doctrine  and  alternatives  for  consideration. 

Chapter  IV,  Recommendations  for  EW  Doctrine  and  Tactics, 
develops  specific  measures  to  reduce  the  vulnerability  of 
the  United  States  mechanised  infantry  to  EW  actions. 


CHAPTER  I 


ENDNOTES 


1 Omar  Bradley,  (Comment  made  during  guest  lecture  at 
the  Command  and  General  Staff  College),  27  7.pril  1966. 

p 

‘‘Department  of  the  Army  Field  Manual  24-1,  Combat 
Communications.  30  September  1976,  p.  M-l. 

J Department  of  the  Army  Training  Circular  100-33, 
Tactics  of  Electronic  Warfare  (Coordinating  Draft),  December 

1977. 

^U.S.  Army  Command  and  General  Staff  College,  the 
Commander  and  His  Staff,  Subcourse  Pill,  SL7-1773»  p.  48. 

Department  of  the  Army  Field  Manual  100-3, 
Operations,  1 July  1976,  p.  9-2, 

6Ibid. 

7 

' ±bid . 

8 Ibid. 

9Ibid. 


NOTE:  Although  grammatically  correct,  communications  and 

communication  are  used  throughout  the  thesis.  The  author 
has  used  the  terms  in  a manner  to  which  it  is  perceived 
most  appropriate  in  the  context  in  which  the  term  is  used. 
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CHAPTER  II 


M 


REVIEW  OF  THE  LITERATURE  ON  ELECTRONIC  WAiiFARE 

"Once  flexibility  is  destroyed,  or  is  negated  in  any 
way,  the  successful  outcome  of  the  battle  becomes  endangered . " ^ 

This  chapter  examines  the  potential  electronic  warfare 
threat  and  traces  the  current  literature  related  to  EW  and 
guidance  available  to  the  battalion  commander. 

John  W.  Beaver  has  said,  "The  nature  of  combat  and  the 

variations  in  terrain  make  it  difficult  for  the  commander  to 

maintain  control,  alter  plans,  and  take  advantage  of  a weakened 

2 

enemy  situation.” 

This  control  problem  has  been  partially  overcome 
through  the  use  of  tactical  net  (voice)  radio.  These  tactical 
nets  have  provided  commanders  with  accurate  and  concise  in- 
formation on  enemy  movements,  and  friendly  dispositions. 

Timely  reporting  on  tactical  nets  allows  commanders  to 
maneuver  forces  and  bring  fire  to  bear  on  enemy  positions 
with  both  speed  and  efficiency.  FM  radio  allows  the  mecha- 
nized infantry  battalion  commander  to  control  forces  in 
excess  of  18  kilometers  from  his  position. 

In  Vietnam  radios  were  plentiful  and  operations  were 
performed  against  a relatively  unsophisticated  enemy  without 
an  EW  capability.  Commanders  at  all  levels  were  provided 
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With  excellent  communication  links  allowing  them  to  monitor 
. uborWi/iati  op« tuI  ir  .s.  Commanders  frequently  operated  from 
command  and  control  helicopters  allowing  tiiem  to  scrutinize 
minute  aspects  of  the  battle.  Guidance  was  quickly  given  to 
subordinate  co.mmands  as  tile  commander  observed  opposing 
forces  maneuvering  on  the  battlefield.  The  result  was  al- 
most a sandtable  exercise.  This  type  of  battlefield  condi- 
tion fostered  nigh  level  decisions  and  rapid  deployment  of 
subordinate  units  working  under  a guidance  rich  environraont. 
Tactical  and  logistical  decisions  were  often  shared  with,  if 
not  removed  from  subordinate  commanders,  in  an  effort  to 
allow  them  to  "fight  the  battle."  In  this  environment  the 
control  of  operations  depended  upon  oral  communication, 
primarily  tactical  voice  radios. 


ELECTROMAGNETIC  SPECTRUM 

The  interwoven  relationship  between  tactics  and  the 
use  of  electronics  on  the  modern  battlefield  has  become 
second  nature.  Almost  unnoticed,  electronics  and  our  result- 
ing dependence  on  them  have  become  intrinsic  parts  of  our 
doctrine  and  tactics.  As  the  use  of  electronics  has  increased, 

so  has  our  ability  to  meet  the  imperatives  of  the  modern 

k 

bat  tlefield. 

Tne  World  War  II  U.S.  division  was  equipped  with 

approximately  1,200  electronic  emitters,  including  both 

5 

communications  and  noncommunications  equipment." 


Since  World 
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W ir  IT  technological  improvements  have  enhanced  combat 
effectiveness  through  electronic  target  acquisi t ion  and, 
weapons  guidance  systems  and  faster,  more  reliable,  com- 
munication' equipment.  For  example,  an  armor  battalion  has 
1^9  FM  radios  and  requires  7 FM  radio  nets  for  operation 
under  current  doctrine.  The  armored  division  has  2,691  FM 

mdios,  162  AM  radios,  39  VHF  multichannel  radios,  and  5^ 

6 

radars- -a  total  of  2,9t>6  electronic  emitters.  Figure  2 
provides  a schematic  of  the  electromagnetic  spectrum  and 
the  position  of  tactical  radio  emitters  in  the  spectrum. 

Electronic  devices  of  all  types  have  been  devised  to 
provide  the  commander  with  communications  and  target  acquisi- 
tion. Ground  surveillance  radars,  side  looking  airborne 
radars,  standoff  target  acquisition  systems  and  counter- 
mortar radar  are  but  a few  examples  of  intelligence  oriented 
devices.  Air  defense  systems  are  also  powerful  sources  of 
electronic  emissions.  Within  the  HAWK  Battalion  there  are 
six  distinctive  types  of  radars. 

Air  space  management  also  has  its  own  unique  electronic 
radars:  ground  control  approach , navigation  beam,  and  area 

surveillance.  Such  management  is  essential  in  controlling 
the  numerous  aircraft  in  a mid-intensity  environment.  Since 
World  War  II  electro-optics  have  also  become  mi  essential 
part  of  target  engagement : infrared  night  sighting  devices, 
laser  range  finders  and  laser  target  designators  are  but  a 


few  of  these 


sighting  devices 
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Dependence  on  electronics  has  also  created  vulner- 
abilities which  axe  only  now  being  fully  realized.  Each  com- 
bat essential  emitter  is  function  specific;  that  is,  it  has 
highly  distinguishable  characteristics  discernible  by  the 
trained  electronics  intelligence  specialist.  Through 
"finger  printing, " the  trained  electronic  intelligence 
specialist  can  listen  to  various  emissions  and  determine  the 
type  emitter,  age,  maintenance,  method  of  employment,  the 
attachment  of  nonorganic  emitters,  and  associations  between 
emitters.  This  finger  printing  can  confirm  information  of 
enemy  dispositions,  command  posts  and  subordinate  locations. 
Comparison  of  this  data  with  the  enemy  order  of  battle  will 
all  but  construct  the  enemy  overlay. 

The  large  increase  in  ground  and  air  communication 
equipment  in  combat  units  in  recent  years  causes  concern 
because  only  a small  portion  of  the  spectrum  is  suitable 
for  tactical  radio  communication.  The  usable  portion  is 
further  limited  because  each  radio  channel  occupies  a band 
of  frequencies  rather  than  a single  frequency,  e.g.,  the 
continuous  wave  radio  and  radio  teletypewriter  signals  occupy 
approximately  1 kilocycle  (KC)  of  the  spectrum,  while  an  AM 
voice  char  uses  10  KC,  and  FM  voice  channels  occupy  50  to 
100  KC. 

In  addition  to  the  spectrum  space  actually  occupied  by 
the  radio  signal,  additional  separation  between  adjacent 
radio  channels  must  be  provided  to  minimize  the  possibility 


.1 


of  mutual  interference.  If  all  radio  sets  within  a given 
unit  were  to  attempt  to  operate  on  any  frequency  they 
desired,  radio  communication  would  become  extremely  im- 
practical if  not  impossible . When  two  or  more  radio  trans- 
mitters operate  at  the  same  time  on  the  same  frequency,  a 
jumble  of  distorted  and  unintelligible  signals  cccurs  at 
the  receiving  station. ° Interference  can  easily  occur,  but 
through  the  frequency  management  of  a net  control  monitoring 
station,  this  interference  can  be  diluted  or  eliminated. 

To  reduce  the  confusion  that  would  be  present  without 
strict  controls , the  theater  Army  signal  officer  exercises 
control  of  the  frequency  spectrum.  At  division  the  Division 
Signal  Officer  (DSO)  assigns  frequencies  to  each  mechanized 
infantry  battalion.  Care  is  given  to  insure  that  adequate 
distance  is  provided  between  units  operating  on  the  same 
frequency. 

The  allocation  of  available  frequencies  must  insure 
that  stations  requiring  the  longest  or  most  dependable  com- 
munication are  granted  the  best  frequencies.  In  making  this 
assignment  propagation  charts  should  be  consulted  frequently 
to  consider  changing  atmospheric  conditions  and  their  effect 
on  the  frequency  spectrum.  Those  frequencies  considered 
the  most  capable  of  long  range  are  called  discreet  fre- 
quencies. Shared  and  non-interfering  frequencies  are 


generally  assigned  as  indicated  in  Figure  J. 


SOURCE:  HQ  TRADOG , Combat  Communications (Systems  Study),  Ft.  Monroe 

1 April  1977,  p.  11-19. 
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THE  SOVIET  THREAT  AND  RELATED  ACTIONS 

The  U.S.  Army's  concern  with  electronic  warfare  has 

increased  greatly  since  the  1973  Mid-East  War  where  both 

9 

belligerents  made  extensive  use  of  electronic  warfare. 

Their  experience  suggest  that  U.S.  Army  units  will  not  have 
the  opportunity  to  operate  as  they  did  during  the  Vietnam 
era. 

Radioelectronic  combat  is  a term  used  by  Soviet  model 
forces  to  indicate  the  integration  of  signals  intelligence, 
jamming,  deception,  and  suppressive  fire  to  deprive  an 
adversary  of  command  and  control  in  combat. The  enemy  is 
aware  of  our  dependence  on  communication  and  will  target 
against  our  fire  support  and  tactical  command  and  control 
nets . Warsaw  Pact  doctrine  states  that  jamming  or  destruc- 
tive firepower  should  neutralize  or  destroy  at  least  50  per- 
cent of  enemy  command  and  control  capability . ^ 

In  locating  U.S.  electronic  emitters,  the  enemy  will 
employ  direction  finding  in  conjunction  with  other  informa- 
tion to  provide  targets  for  enemy  suppressive  fires  and  jam- 
ming. Direction  finding  of  radio  transmitters  is  not  precise. 

The  enemy's  suppressive  artillery  fires  will  usual ly  not  be 

.12 

fired  at  locations  provided  only  by  direction  finding. 

Figure  4 denotes  the  impact  of  threat  force  direction  finding. 

The  best  summary  of  the  Soviet  view  on  electronic 

13 

warfare  is  that  of  Marshal  Vasili  D.  Sokolovskiy: 
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Figure  4.  Threat  Direction  Finding 


SOURCE:  Department  of  the  Army,  TRADOC  Threat  Handbook, 

”3attle field  Survival  and  Radio  Electronic  Combat,"  January  1977 


The  widosproa-i  u:  <•  of  radio-iToctronic  equipment  in 
nil  fields  poaos  .1  di  li’ioul  t prublun  concerning;  the 
(frequency  spectrum  but  tie).  The  problem  in  how  best  to 
prohibit  or  decrease  t lit  e f f ec  t i voness  of  the  enemy's 
radio-electro  .ic  systems  .uni  at  the  same  time,  how  to 
insure  the  . uccesr.ful  use  of  one’s-  own  equipment.  One 
of  the  main  aims  .is  to  disrupt  the  enemy’s  control  over 
ills  own  tr-  ops  and  weapons  by  active  radio  interference 
and  the  destruct  Lon  of  most  Important  radio  systems. 
This  includes  demolishing  01'  in tert'erinp  with  the  enemy’s 
electronic  equipment  installed  in  aircraft  or  missiles; 
preventing  the  enemy’s  use  of  electronic  equipment  for 
aerial  detection,  navigation,  bombing,  and  missile 
guidance;  and  disrupt ing  the  operation  of  the  enemy’s 
ground-based  electronic  apparatus  used  for  commanding 
troops.  This  list  alone  shows  the  groat  extent  to  which 
electronic  counter-measures , and  protection  from  elec- 
tronic countermeasures  of  the  enemy  con  be  used;  it  shows 
how  serious  their  consequences  con  be.  The  development 
of  electronics  is,  ai  the  present  time,  as  significant 
as  the  development  of  nuclear  missiles  which.  Incidentally 
cannot  be  used  without  electronic  equipment. 

The  possibility  of  being  deprived  of  its  electronics 
has  caused  the  U.S.  Army  to  consider  new  organisations  and 
equipment  in  which  are  now  in  field  tests.  If  adapted, 
these  new  organisations  will  be  fielded  during  the  m.id-lhSOs . 
The  recent  how  to  fight  manuals  have  indicated  a number  of 
immediately  available  survivability  tecfuiiques  for  commanders 
staffs  and  individual  soldiers  in  conducting  the  battle. 
During  sharp  fighting  the  battalion  com: minder  operates  well 
forwarJ  and  positions  himself  in  the  most  critical  area  of 
the  battle.  Ho  is  normally  accompanied  by  a small  mobile 

lU 

tactical  coinm.tnd  group,  austere  in  personnel  und  equipment. 
The  tactical  CP  must  bo  prepared  to  move  rapidly  whenever 
necessary,  possibly  every  two  ox-  three  hours  or  after  long 
radio  transmissions , The  commander  should  impose  radio 


listening  silence  where  appropriate  and  dem.uid  person  to 
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person  contact.  Tho  commander  must  see  the  battle  and 
maintain  positive  communication  with  subordinates  and 
superiors  thro'.pn  whatever  means  available.  This  communi- 
cation wii 1 bo  the  prime  factor  that  solves  problems  caused 
by  limited  resources. 

Main  command  posts  must  also  be  carefully  positioned 
to  elude  detection.  Towns,  basements,  and  tunnels  should 
be  considered  as  possible  CP  sites;  all  CPs  should  be 
adequately  camouflaged . The  main  CP  must  move  daily  as 
a minimum. 

To  avoid  detection  tho  radio  should  not  be  the 

primary  means  of  communication  until  contact  is  made.  When 

brief  transmissions  are  required  they  should  use  low  power 

settings  with  terrain  masking  and  directional  antennas 
17 

should  be  used.  For  main  CPs,  antennas  should  be  remoted 
1,000  meters  or  further  away  to  compensate  for  enemy 
artillery  called  by  direction  finding  confutations . 

All  personnel  should  be  trained  to  efficiently  use 
radios  in  an  EW  environment;  FM  71-2  states  that  all  person- 
nel should  be  trained  to  send  and  receive  five  second 
IS 

messages.  ^ Redundant  communication  systems  must  be  used 

19 

to  enhance  battlefield  uurvivabi lity.  ' 

Alternate  methods  of  communications  once  considered 
tedious  are  now  essential  considerations  in  all  operations. 
Detailed  planning  and  preparation  before  the  battle  will 
insure  that  all  means  available  have  been  considered  and 
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employed,  The  ujo  of  audio,  visual,  messenger,  wire  and 
electro-cptics  or  their  combination  will  provide  positive 
communications  w thin  each  inherent  capability  and  limita- 
tion. 

W.-io  will  fight  the  next  battle?  FM  100-5  states  that 
within  the  battalion  task  force  the  subordinate  leaders  will 
make  many  of  tiie  decisions  and  carry  on  the  fight  as  they 
interpret  the  battalion  commander's  guidance.  Control  will 
be  decentralized  with  reliance  on  standing  operating 

20 

procedures  and  tho  initiative  of  subordinate  leaders. 

Subordinates  must  use  initiative  and  have  latitude  from  the 

commander  to  do  so.  There  should  be  strong  feelings  of 

mutual  trust  and  confidence,  and  a management  by  exception 
21 

rule.*-  Standing  operating  procedures,  detailed  planning, 
a checklist  habit  and  comjn.and  guidance  will  assist  the  sub- 
ordinate leader  in  his  decisions. 

CURRENT  TRAINING  IN  COMMAND  AMD  CONTROL 

Commanders  control  their  units  in  training  exercises 
primarily  with  voice  commands  over  FM  radio  nets.  Character- 
istically, the  commander  directs  subordinate  units  by  actions 
and  orders,  but  when  given  ay  radio  the  commander  stresses 
important  aspects  of  the  order  by  the  inflection  of  his 
voice;  there  is  no  doubt  as  to  his  intent  or  desires.  This 
personal  touch  in  commun Lea t ion  as  well  as  its  inherent  speed 
is  the  reason  why  virtually  all  commanders  become  dismayed 


w.  >n  communication  i a lor- 1 , even  for  short  periods 
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Current 

U.S.  Army  docti'ine  v inforcea  dependence  upon  voice  radio 

2 ° 

comnunicationi,  .or  conunand  and  control.*" 

Tii  i'xc  -llenfc  level  of  communication  present  within 
tfie  normal  training  environment  will  not  bo  present  on  a 
highly  mobile  ba t tlofield . Mutual  interference  will  bo  the 
greatest  adversary  of  effective  communication.  Studies  of 
PM  radio  densities  on  heavy  cross-attachment  of  units  in 
Europe  predict  that  with  the  current  communication  elec- 
tronics operating  instructions  (CEOl)  over  90  percent  of  the 

PM  nets  could  experience  mutual  interference  at  the  time 

23 

when  clear  nets  are  required  to  fight  effectively.  " This 
interference  presents  devesting  effects  on  rapid  task  force 
cross-at tactiment  and  movement  to  thickening  positions  in 
the  active  defense.  If  this  same  degree  of  electromagnetic 
disturbances  were  active  against  a mechanised  Infantry  task 
force  undergoing  the  Army  Training  and  Evaluation  Program 
(AKTEP)  71-2,  the  commander  would  be  hard  pressed  to 
successfully  complete  the  standards  of  the  "Command  Group/ 
Staff  Module"  which  state  that  the  command  group  must.: 

a.  See  and  interpret  the  battlefield. 

b.  Control  and  coordinate  the  battalion  and  all 

ava j lable  combat  power  multipliers  to  bring  maximum  aggressive 
and  violent  combat  power  to  bear  at  the  decisive  time  and 
place . 

c.  Maximise  the  probability  of  mission  accomplishment 
while  minimising  friendly  casualties. 


U.  Control  anil  coordinate  with  a minimum  oi'  con- 
fusion . 

Ope  rat  iouully,  AHTEP  71-2  is  a significantly  improved 
document  from  earlier  training  and  evaluation  programs ; 
however,  it  .fails  to  portray  desired  training  levels  to  meet 
the  oni;:ma.  man.Lfes ted  by  the  EW  environment.  Table  1 from 
Chapter  IX,  Appendix  2 of  APTEP  71-C  depicts  the  training 
and  evaluation  outlines  upon  which  tiie  evaluation  is  conduc- 


ted. Evaluation  begins  when  ECM  is  used  against  the 
evaluated  unit,  and  terminates  when  ECM  ceases.  However,  it 
only  relates  to  actions  of  the  radar  and  radio  telephone 
operator  when  subjected  to  elect roma; :t  10 tic  disturbance;  and. 


does  not  evaluate  the  unit’s  overall  proficiency  based  on 
staff  coordination,  planning  and  unit  standing  operating 
procedures.  Suggestions  for  improving  the  AHTEP  are  presented 
in  Cnapter  III,  EW  Operational  and  Training  Alternatives. 
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‘ABLE  1 


CURRENT 


MECHANIZED  INFANTR Y/TAN A TASK  FORCE  ARTE?  ?1-T 


TRAINING  AND  EVALU  ATION  OUTLINE 


L'MT 


.MISSION 


1D»  1'aoK 


CONDITIONS 


TKA1N1NV,  evaluation  standards 


9- ;-a 

Use  COfffCt 
ECCM. 


Attempts  sre  being 
naJ«  by  the  opposing 
force  to  intercept  and 
locate  by  DP  a trans- 
mitting radio  and  cc 
radar  station. 


Radio  ocerators  prevent  or  reduce 
cppos i no  force  intercept  and  OF  by : 


using  the  lowest  power  setting 
needed  to  communicate  with 
ies i r ed  itatroni i 1 . 

'sing  correct  radiotelephone 
procedures  I Aw  ACP  125. 
keeping  iil  transmissions  as  short 
as  possible  and  avoiding  excessive 
ODeracor  chatter,  sucn  as  radio 
thecus . 

Using  directional  antenna,  when 


i 5 i ^electing  an  antenna  which  reduces 
the  possibility  of  transmitting 
beyond  desired  range. 

,6)  Positioning  radio  so  t.hac  natural 
or  Tsannade  obstacles  bloc* 
transmissions  from  suspected 
opposing  force  Locations* 
i 7)  demoting  radio  away  from  friendly 
locations  and  selecting  a remote 
site  that  uses  natural  or  man. mad* 
obstacles  to  blocs  transmissions 
from  the  opposing  force. 
v3)  Correctly  using  NSA- approved 
codes  . 

9)  Correctly  changing  radio 

freauenci.es  I AW  time  period 
instructions  for  the  CEOl . 
l 10'  Operating  on  a random  schedule, 
ill)  Using  an  alternate  means  of 

commun icat ion  when  reasonaolv 
avail  able  and  reliable. 


U 


Sadat  operators  prevent  or  reduce  opposing 
force  intercept  and  DF  by: 


11  Turning  . adar  evJuipment  cn  cn.y 
when  necessary  or  as  directed. 

(2'  Positioning  the  radar  so  that  side 
and  bacx  lobes  can  be  absorbed  or 
reduced  by  foliage  or  terrain, 
i 3 > Using  dummy  antenras  during 

maintenance  tuning  and  testing. 

,4'  Correctly  orienting  radar  antennas 
away  from  opposing  force  areas 
during  ms intenance , tuning,  and 
testing . 
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* . . .Ax'IOiiAL  A j '7V.A.  . . * . JU  A-'TuRi'JATX  \TES 

"Trie-  application  of  electronic  technology  in  radio 

communications  an  ra  [ui an  ..  ial 

element  of  corr.t^  • o.  oratio.ns/ 

A critical  analysis  of  the  existing  doctrinal  litera- 
ture has  discoverer  chat  the  current  doctrine  does  not 
really  state  "how  tc  oenunicato"  nor  do  the  current  ARTEPS 
provide  sufficient  eva  .uation  to  further  training  in  these 

areas . The  concept  of an-.'  ba  . 1 fit  id,  allocs  tin. 

ms,  ...  : Lng  and  sustai  - forces,  and  continually 

knowing  the  situation  requit.  o win  the  battle  appears  to 
be  quite  sound  but  only  sugge. dons  and  general  information 

are  available  in  Army  FMs . aj  o h evise tics 

that  cannot  be  supported  oy  present  communication  means. 

This  chapter  discusses  the  implication  of  these  findings  and 
presents  operational  and  training  alternatives  open  to  the 
U.S.  Army.  The  suggested  al  . re  da  awn  3:.:  fc  he 

literature,  the  author’s  personal  experience  and  informal 

3 

interviews  of  allied  and  U.S.  officers  witn  related  C' 
experience . 
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FINDINGS 

Communicat ion  as  an  integral  part  of  the  system 

must  bo  well  thought-out  and  considered  in  each  phase  of 

tho  optuativ,  ..  All  personnel  should  be  aware  of  the  methods 

the  battalion  commander  uses  to  convey  the  actions  and 

orders  of  the  command.  Units  do  this  in  several  ways. 

First,  through  the  commander’s  guidance , as  he  sees  the 

battle  portrayed  in  his  advanced  planning  with  subordinate 

commanders  and  staff.  Unique  aspects  of  the  operation  or 

3 

special  operation  as  ate  that  C requirements  be  established 
early  in  the  planning.  Secondly,  units  have  traditionally 
prepared  unit  standing  operating  procedures  (SOPs)  which 
gather  previous  guidance  an.,  conform  to  higher  headquaz'ters 
directives  and  SOPs.  These  . uoedures  greatly  assist  the 
planning  and  conduct  of  the  operations  by  taking  advantage 
of  past  experiences  and  by  proviaing  a single  source  docu- 
ment for  wide  dissemination.  Thirdly,  during  the  battle 
the  commander  gives  orders  and  relates  his  concern  about 
critical  aspects  of  the  battle  to  his  subordinates  by  his 
personal  presence  and  by  radio  communications . 

If  the  specific  situation  has  not  been  experienced, 
covered  by  guidance,  or  considered  within  the  plan  it  must 
be  discussed  or  communicated  between  commanders  and/or 
staff.  For  the  battle  captain  the  FM  voice  radio  has  been 
the  most  often  used  means  for  this  essential  communication. 


I' 


I 
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c^i  lu.  signs,  prowords  and  authentications  are  far  too  slow 
and  ponderous.  Manoi.vur  commanders  and  their  headquarters , 
in  the  thick  of  rattle,  will  seldom  use  or  have  time  to 
employ  these  procedures.  Even  if  these  traditionally 
valued  procedures  are  employed  they  will  surely  bring  enemy 
jamming  and  destruction.  This  threat  will  be  present  and 
can  be  effective  against  all  but  discreet  and  short  trans- 
missions . 

Confidence  in  U.S.  Army  communication  is  lacking  as 
evidenced  by  a field  survey  of  UpS  officers  and  126  enlisted 
men  conducted  by  the  Combat  Communications  Systems  Study  Group 
of  TRADOC . Questions  reri  asked  to  determine  the  perceived 
levels  of  communication  preparation  U.S.  Army  personnel 
were  attaining.  Some  of  the  percentage  responses  are 
summarised  in  Table  2. 

A disparity  was  also  found  to  exist  among  the 
different  service  schools  _.n  communication  training.  In- 
struction in  the  Infantry  and  Armor  schools  for  officer  basic 
and  advanced  schools  differs  greatly  even  though  both  offi- 
cers of  combat  arms  are  expected  to  perform  essentially 

4 

the  same  mission.  Table  J prepared  by  the  Combat  Communi- 
cations Systems  Study  Group  indicates  only  one  of  many  dis- 
turbing variances  between  the  service  schools,  that  of  a 
widely  different  number  of  hours  in  CEOI  instruction.  The 
Signal  school  has  also  been  criticised  because  it  lacks 


tactical  orientation  in  its  approach  to  instruction  and 
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TABLE  2 


T.iE  COMB  AT  C OMMUN I C ATI OiMS  SYSTEM  STUDY 
GROUP  QUESTION  RESULTS 


SUBJECT 

RESPONSE 

1. 

Alternate  means  of  communication 
emphasized  in  many  units. 

not 

56. 4$ 

2. 

Communication  training  not 
in  units. 

emphasized 

68.7$ 

3. 

Personnel  felt  they  needed 
communication  training. 

more 

54.17$ 

4. 

Secure  radio  voice  equipment  not 

reliable . 

54.4$ 

TABLE  3 

CEOI  HOURS  OF  INSTRUCTION* 


SCHOOL 


COURSE 

ARM 

ARTY 

ADA 

INTELL 

SIG 

INF 

Officer  Basic 

4 

4.2 

2 

3 

1 

2 

Officer  Advanced 

1 

3.4 

1 

0 

3 

3 

Warrant  Off  Adv 

N/A 

N/A 

N/A 

N/A 

2 

N/A 

NCO  Adv 

0 

1 

0 

1 

O 

Master  Gunner 

3 

N/A 

N/A 

N/A 

N/A 

N/A 

CE  Staff  Off 

N/A 

7.5 

N/A 

N/A 

N/A 

N/A 

Officer  Candidate 

N/A 

N/A 

N/A 

N/A 

N/A 

3 

TRADOC , Combat  Commun  Rr.a tion  Syjtoa  Study.  "C2S2  Final 
Report,"  1 April,  p.  11-15. 


because  of  its  apparent  failure  to  be  the  senior  school  in 

communication  matters,  coordinating'  within  the  service 

i 5 

ccmooI  arena. 

AfJ.  • ndividuals  liave  received  basic  communication 

training  and  are  sent  to  a unit  they  should  begi n to  receive 

3 

immediate  unit  and  advancodC'  instruction.  Commanders  and 
staff  personnel  are  not  immune  to  making  mistakes.  Com- 
munication classes  should  be  given  to  all  personnel.  All 

3 

exercises  should  incorporate  C'  in  progressively  more  detail 
as  the  unit  develo.  . experience  and  expertise.  Field  train- 
ing, command  post  or...  map  exercises  should  stress  command 
post  locations  as  an  overall  aspect  of  the  operation. 

ALTERNATIVES  AND  COMMAND  RESPONSIBILITIES 
IN  THE  EW  ENVIRONMENT 

The  culmination  of  the  training  program  is  the  Army 
Training  and  Evaluation  Pro^rajn  (A\TEP).  Commanders  have 
prepared  their  units  for  the  ARTEP  and  look  forward  to  the 
challenges  presented  by  the  exercise.  However,  communica- 
tion aspects  of  the  ARTEP  are  often  taken  for  granted  and 
in  the  case  of  ARTEP  71-2,  Mac  lionized  I rim'  ry  and  Ta.ix 
Force . where  only  the  RTO  and  radar  operator  are  tested  on 
their  performance  of  duty.  This  is  inconsistent  with  the 
value  that  commanders  place  on  coiiununication  and  its  inte- 
gration with  command  and  control.  Ai  ARTEP  must  evaluate 
and  train  in  other  than  communication  procedures. 


It  should 


examine  at  a minimum  the  commander's  idance  to  subordinates 
e.aff  planning  considerations,  decisionmaking  criteria,  place 
meat  and  use  of  , quipment  and  personnel  and  the  ef fee tiveness 
of  the  onf_:  unit  in  respect  to  C ' . A Command  and  General 

Staff  College  student  project  is  submitted  in  Table  4 as  a 
possible  training  and  evaluation  outline  to  be  used  in 
Chapter  X of  ARTEP  71-2,  The  Command  Group/Staff  Module. 

Transmission  ranges  of  VHP  radio  sets  are  based  on 
ground-wave  distance  and  can  vary  depending  on  operating 
frequency* location  of  radio  station  and  antenna,  type  of 
terrain,  method  of  e.  . ss.^on,  type  of  antenna,  power  outpuc 
and  in  the  maintenance  ’ Hie  communication  system.  The 
operator  can  increase  the  g 'ound-wavo  range  of  the  set  by 
using  lower  operating  frequencies,  by  changing  from  voice  to 
continuous-wave  operation;  or  by  substituting  a long-wire 
directional  antenna.  The  general  rule  to  follow  would  be 
to  use  only  the  power  and  range  aspects  of  the  communication 
system  required  for  the  communication  link.  The  commander 
must  realize  that  by  simply  conducting  the  routine  frequency 
change,  former  communication  links  may  be  lost  unless  addi- 
tional considerations  are  examined. 

Now  procedures  must  be  developed  in  the  allocation  of 
frequencies  within  the  communication  spectrum.  The  policy 
of  awarding  tactical  frequencies  and  the  subsequent  skimming 
of  the  best  discrete  frequencies  leave  the  corps  and  division 
headquarters  with  the  Ideal  frequency  allocation  and  the 
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TA3LE  4 


RECOMMENDED  MECHANIZED  INFANTRY /TANK -3? ASK  FORCE  ARTEF  71-2. 


TRAH-Si  aNI  aVliS-riC-  CC^TLZ,- 


- .lac suu ied  Infantry  r*f.i  r*i<  force 


. Cparsce  In  FT  icvircaaat 


1.  Provida 
XV  juiiUno 


Unit  la  training  to 
optnic*  la  in  IV  en- 
nrsnMot, 


IffKUW 


iMi*  la  :»-auu^4  M 
operate  ...  an  EV  «n- 
v-Lrorumma  t. 


Commander  * a XV  guinea  inoulJ: 

a.  reflect  awareness  of  OPPOR  SV/ftXC  doctrine  and 
capabilities. 

b.  identify  importance  of  and  need  for  effective 

Jaaminlcatupa . 

o.  be  integrated  with  and  lupportivt  of  current 
con  bat  Ooctna*. 

d.  atreaa  the  need  for  defanaiee  XV  training,  a.(., 
SCCX/SI3SXC . 

a,  reflecC  preventive  measure#  that  will  degrade 
OPPCR  XV/RJCC  capability. 

f,  reflect  reasedlal  measures  that  <hU  permit  unit 
to  retain  affective  oommunicacions . 

f.  atreaa  CPliC  to  achieve  aurpriia/aecurl cy . 

h,  direct  planning  to  deal  *nch  intentional/ mutual 
Intarfarenca . 

The  contender  should i 

a,  provide  or  request  retourtea  necessary  to  operate 
in  an  XV  environment . 

b.  identify  probable  enemy  EV  couraea  of  aceion 
against  operational  doctrine. 

o.  identify  critical  com unicaticna  polnte/tisee 
for  current/planned  operatlona. 

d,  identify  need  for  alternate  aeana  of  coamuni- 
catlone  ,'uDoke,  nre,  messengers,  etc.). 

e.  utilise  CSX  aaaeta  available . 

request  recooBeiviatlona/altarnativea  to  improve 
Defensive  tV(OtV)  poature. 


integrate  DEV  vttfi  ca 


: OPSJCC  profraa. 


).  React  to  JPrCR  :a  attempting  to 
OPPQII  IV/RXJC  Jan  eleoeromc  equip- 
ment and  conduct  elec- 
tronic deception. 


h.  include  communications  lecaptlon  planning  in 
overall  aches#  of  fire  and  naneuver. 

I.  practice  STOSIC  procedure# i 

v’l)  frequent  chan«ea  in  call  signs,  suffixes, 
frequeaolee . 

(2)  uae  of  approval  codes,  ciphers,  and 
authentication. 

(jj  amission  control. 

J.  praotloe  £CCM  procedurea. 

K.  insure  DXV  staff/unit  responsibilities 
delineated  in  SCP'a. 

The  commander  should : 

a.  reoogrlse  GPFUR  jamming  activities. 

b.  ncapurs  OPTO*  deception. 

0.  continue  to  operate  vithout  revealing  effec- 
tivaoese  of  jamaOng  sctivicy. 

d.  direct  uae  of  alternate  means  of  communications . 
a.  direct  destruction  of  enemy  J sum  ire . 
f.  evaluate  XV  ls^act  on  course  of  action  and  alter 
aourse  of  action,  if  necessary. 

1.  correct  friendly  ECCM  weaknesses. 

h . enforce  10XSXC  "St-SEC  procedures. 

l.  implement  deception  plan,  to  include  -XV  upsets. 
J . exploit  snemv  reaction  to  friendly  deception. 

It.  uae  secure  voice  equipment. 

i.  impose  radio  -alienee,  If  neceesarv. 

m.  transmit  from  different  locations. 


TABLK  4 

30 MXENDED  MECHANIZED  INFANTRY/TANK  TASK  FORCE  AFTER  71-2  (Cont) 


tux  i?i  H-  j *i>«  S',' m-1  » r 1 4 »■  w 1.71.1-  _ 


- fP'j*  *•  ' OWJ.  ~L*i  fiO  CUJJ 1 

■*  c«»'.rvr  • .r.  Uuim.!  * r»<-c|ft — 1» 

-- — *■*■••  •“■■“•  t ™ 

* _*  •-  ' a-v j — : OM.Vpt^OI’. 


»»«.. _* t ■ _f»rf»r»r«i  uc  fcrv%j-s  *CJT  raperta 
tc  ^i«z>»r  MQ. 


u/f»!  -C-  • - — -*•* 

jKtit^au/iootic 


u**k  >o . rj t tv 


>MI  V.  CM 

#IN»  X>U<  •• 


I,.  -»•  I ♦c-^r»  »c:c»  KUipetEt. 

r.  _iu^c * • ,-MCic  iLltaci. 
a . UJI • pra;.  ',  trtr.mS.  aa  a »M»  • • 
i t.  ilrac t a-tamata  rrfT»iU*ot»  aotAoca. 

*.  ii^-ae t n^ootvofi  cf  »ur« illanc • StneM. 

/nil  . m '.  r*  U-XJ--4  t«  Tba  <«-.  t witwS. 

ui  m.  CO  •ov:rQ6‘  « . r»r.*<.  t CPPOP  EV/XEC  capaeili tiaa . lae  tryst  1* 

»»n t . *<Ut  SO • a • 

c.  rtflKt  xportkbc*  of  .ooau;c»t:ooJ  for  ccarrtaivi 
uui  .ootpo*  ia  -uai t SOP' a. 

o.  uuaur*  £CCM  rrauiiaf  ia  rafiactaa  Ait  tram- 
<a&a«*«ai/piaM. 

j.  *va«u«ta  EC CM  procauuraa. 

| a.  corraot  EC  CM  v*»xr.«i**(. 

f.  uaur<  orcaoiiatioa  for  :mo«c  rt/lKti  CXV 
•joaaidaniuona . 

0.  ««ta£llals  KZw'I  raportlA«  procoduraa . 

A.  maura  tCCH  r r»j air.|  ua'.tr:CJ  availabla, 

1.  uax< a 5*  paraonnal  to  ?M  :**i(nat»o  pool  t ion*. 
uii«rr*r*  Civ  xx  Ubit  GPSSC  profrao, 

k.  bo  (Mira  of  rr  docoptlon  plan  (CSV  aipact*},  If 
raqulm. 

l.  lAoura  lipioraant.  roflocca  CJEV  conaidarailono , 

• .a.,  tarrmin,  lino -o f- ol*a * , dlorancoa,  •ll~ra«- 
uaaoi  tiuvmoa,  ?ow»r,  occ. 
a.  Loour*  : li— lai’ucatlona  nottin*  ra floe  ? a CSV 
pro«a«turaa . 

a.  jioura  CCCM  procoduroo  in  oatablxabad/dia- 
aoklnatad, 

o.  u mm  aObravxotod  auc.tanticorjoa  prooadurt* 
jorraotijr, 

p.  uoa  obtwoaiatod  sail  al«na  corracclf. 

Ataxia  fracjuancioa  as  4lra«tad. 

r,  uaa  approved  OPS  codoa. 

a.  ainlalaa  cooraunicaciona  tranaadaalon 


TABLE  4 

RECOMMENDED  MECHANIZED  INFANTRY/TANK  TASK  FORCE  ARTEP  71-2  (Cant j 

au>u  «m  nwm  ccru^t 

^If  M-rwr  ‘i-^  ^ — S«b!  “i — *-  — 


tuano/mianc*  jujoaii 


V,  p^Hlli  i 


WNI  u Mlaviiat 
Jrtlmwr  •iMtna 


(mu/iMwl  M i 


r»nim  urn  <mi»iwi  MunttM> 

unify  M iffuiMUM. 


Uwim  <r  JaaMaw  «U«lr, 

•IM  (MM  •(  MUM,  My 

vtn&N  mafnit  0m  if  immMM 


nun  Miw  ipmuw. 


(x)  HUM  MM  Jmmi  HMT  MtdJIf  MMM  M 

ii—Miim  MU  «iim  imum(i). 

(a)  winniipaw  mmmmm  im 

(])  *»■>»■«  tU  WlMUIIII  m mwm 'm 

mmOii  mi  wiiim  mhmm  mmnm 
iMmr,  aat  m Mia  UMM. 


(J)  MtMMM  M — ■ Mat  I 

HatlMUlf  at  HMMIlUt  I 


(«)  m 


(f)  lataMan  Mia  i 


Acca-apes  ara  b«u<  suJu 
by  Cha  CPPOR  -o  conduct! 
•laccronic  lacapcion. 


(3)  changing  to  alcamata  fraquancy  aftar  ot.nr 
Cscnmquaa  hAva  base  inaffsctlv*  and  lAV 
auchorlxad  ins  fpjc  dons . 

(6)  optratu^  on  * random  icn«3al*. 

a.  Radio  operator*  can  raouc*  cha  affacta  of  GPP CR 
dacaption  »tt*optj  by: 

(1/  not  acxnowladging  :offlBurac»t:cnJ  iscspcion  la 
ths  elsar. 

(2)  corractiy  using  oparatioaa  codaa/bravi  ry  Liszt . 
(j)  raquaacing  auchancicaeion  wfi*n : 

(a;  imicaeiva  dacaption  is  suapaccad. 

(b)  cabling  station  aalf -*u  than  deaths , 

sands  both  cha  enallsnga  and  rapiy  to  cane 
challanga  . 

(e  ) an  uaxnown  or  nav  station  antari  cha  radio 


And 

Dacaption 
At Camp ea 


(U)  raissuing  a cnaXlanga  vh#n: 

(*)  anawarmg  station  givaa  an  lacorracc  rapiy 
co  challanga . 

(b)  cha  aoivar'di  icatisn  la  praparad  ca 
authanclcats  but  taxes  aora  than  can  nconai 
ta  rsply  Co  cna  challanga. 

(c)  tha  ana waring  acacion'a  raplv  ta  corracc  ana 
you  still  ruapace  a fraud ul an c tranaXJJioa. 

(J)  corraeely  countar-challangisg  a station  who  ha a 
ehallsngsd  whan  you  auapact  i/nltaciva  dacaption. 

(6)  ualng  lacura  aqulpasnt  whan  poaalbla. 

(7)  racogmalng  dacaptioa  actampc*. 

b.  Radar  oparatora  can  raduca  cha  affacca  of  OPFOR 
dacaption  attampcj  by: 

(1)  racogniaing  a fa Isa  pulsa  on  cha  acopa. 

(2)  ualng  high# sc  poaalbla  scan  spaad  is  choaa 
radars  so  aqudppad. 

(3)  ualng  naxrowaae  possible  saccor  width  without 
raducing  covaraga. 

(4)  changing  fraquancy  aa  a last  raiort  aftar  ochar 
tachniquas  cava  baan  inaffactira. 

(^)  nj  »_ha  pulsa  rapaciClon  rata  in  choaa 

radars  having  this  capability. 

Atcaopea  a ra  haing  aada  Tha  radio  and /'or  radar  opararor'a  raport  pa  reaming  to 
by  OP  FOR  Co  Jam  radio/  jacming  and  dacaption  should  contain  a*  a auuaua: 

™ r.c.iv*r.  »nd  n;  .p.r«t<>r->  jolt, 

dacalva  oparatora. 

{2;  daca  tuna  of  Jamming  and/or  dacaption. 

(j)  oparacor'a  Ideation. 

(U)  oparacor's  radio  or  radar  fraquancy  affactad. 

(3)  :yp«  of  Jaaming/dacaptioa  signal  (is  ganaral 
tanas). 

(tf)  affactlvanaaa  of  Jamming  signal  or  dacaption. 

(7)  any  additional  information  cha  oparaeor  faala 
nay  ba  aaaactial  Co  forth* r clarify  cha  raport. 


A 


k2 

battle  captains  with  the  leavings.  Higher  headquarters  may 

b required  to  co.nninicate  over  greater  distances  than  that 

of  the  brigade  or  battalion,  but  they  also  have  greater 

redundancy  and  alternate  communication  means  to  conduct  that 

communication.  The  tactical  scheme  must  be  taken  into 

account  when  allocating  frequencies.  Corps  operations 

personnel  should  provide  tactical  input  to  *-he  Tneater  Army 

Signal  Officer  to  insure  due  consideration  is  granted  in  the 

frequency  allocation  oropess . 

h ' 

Tne  use  of  nuclear  weapons  on  the  modern  battlefield 
presents  many  advert  effects  on  communications . Tne  three 
well  known  conditions  of  blast,  heat  and  radiation  will 
destroy  communication  sites  within  the  detonation  capabili- 
ties of  a specific  nuclear  weapon.  However,  another  nuclear 
.destruction  capability  to  communication  equipment  is  in  the 
form  of  electromagnetic  pulse  (EMP) . The  EMP  threat  in  a 
nuclear  environment  may  destroy  all  radio  communication 
equipment  over  great  distances  unless  timely  actions  are  im- 
plemented and  communications  equipment  are  properly  shielded. 
It  is  insignificant  who  detonates  a weapon  insofar  as  EMP  is 
concerned;  destruction  depends  on  the  sice  of  the  weapon, 
height  of  burst,  and  alert  notification  procedures.  Detona- 
tion could  conceiveably  damage  equipment  at  ranges  of  3*000 
milos.C  EMP  is  a burst  of  electromagnetic  energy  traveling 


outward  from  detonation  in  terms  of  nanoseconds  (l  billionth 
of  a second).  The  extremely  high  amplitude  and  speed  defeats 
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all  r ircui t breakers  and  overloads  equipment  resulting:  in 
h<  destruction  oi  .-ill  unprotec  t<  d equipm<  ni  . Fiiero  is  no 
•irotective  device  capable  of  preventing  da mage  to  operating 
equipment . 

In  an  effort  to  dilute  EMP  destruction  potential 
several  techniques  may  be  employed.  First,  only  minimum 
essential  equipment  should  be  used  for  communication . The 
remaining  equipment  should  be  removed  from  radio  mounts, 
bisconnec ted  from  antennas  and  power  cables,  wrapped  in  the 
factory  packaging  or  metal  foil,  stored  below  the  surface  of 
the  ground  and  away  from  electrical  equipment  and  antennas. 
Secondly,  RTOs  must  be  aware  of  timely  and  essential  pro- 
cedures to  follow  when  notified  of  the  immediate  detonation 
of  a nuclear  weapon.  Lastly,  alert  procedures  must  be 
streamlined  to  provide  immediate  notification  and  appropriate 
instructions  for  all  levels  of  command. 

Further  credence  to  the  EMP  threat  potential  may  be 
derived  by  noting  the  increased  Soviet  radio  silence  and' 
their  stated  belief  that  nuclear  weapons  will  be  used  in 
future  combat. 

COMMAND  AND  STAFF  RESPONSIBILITY  IN  AN  EW  ENVIRONMENT 

The  commander  is  important  for  he  establishes  the 
guidance,  issues  the  orders  and  is  the  most  knowledgeable  of 
the  overall  operational  environment . He  must  see  the  battle 
and  converse  with  his  staff  and  liaison  personnel  to  determine 
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of  action. 


He  ,iust  bo  free 
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docisivo  course  of  action.  H-.  must  bo  free  to  em- 
ploy all  assets  at  hat!  dispostl  and  fjuidi:  bis  units  to  tiieii' 
r<  qu  i r,  •<  i posit  ions  throueli  ■ 'lee  t roni  c eommuni  ca  t.  .i  on,  poraonal 
contact.,  mo. .s'-.,  -ts,  and  guides. 

Commanders  traditionally  have  wanted  better  long 
range,  reliable  communication.  They  inus t be  reminded  that 
tin-  greater  the  distance  they  are  able  to  transmit  the 
greater  the  chances  of  effective  enemy  interception,  target 
acquisition  and  REC.  The  com nander  must  weigh  the  importance 
of  his  perceived  need  to  communicate  long  distances  and  its 
total  impact  on  the  tactical  situation.  The  situation  may 


warrant  the  necessary  < mure  of  his  Cl’  oecauae  of  the  great 
need  to  communicate  an  order. 

The  commander  must  establish  the  priority  and  method 
of  co-mnunication  within  his  command.  Radio  listening 
silence  Is  an  extremely  valuable  technique  provided  unit 
training  and  SOPs  support  alternate  methods  of  communications . 

C-  minimi  cation  requirements  to  support  the  ground 
tactical  plan  vary  greatly.  When  one  considers  the  numerous 
special  operations  and  unique  environments  in  which  the 
battle  captain  is  required  to  operate  without  established 
doctrine  each  commander  is  required  to  establish  his  own  C 
plan.  The  communication  matrices  recommended  at  Tables  5 
through  9,  should  be  used  by  the  commander  to  assist  the 
development  of  his  plan.  Communication  considerations 
within  the  tables  at'c  matched  wi  th  operational  and 
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envi ronmental  aspects  and  are  provided  as  an  aid  in  develop- 
ing tactical  plans . 

The  required  coordination  perceived  by  all  staff 
planners  has  been  accomplished  easily  in  the  past  through 
the  use  of  the  radio.  When  this  is  denied  because  of  enemy 
EW,  planning  and  coordination  will  be  strained.  Liaison 
officers  and  messengers  have  become  vital  for  the  maintenance 
of  the  dialogue  essential  to  all  military  operations.  The 
staff  must  accomplish  the  following  functions:  gather  in- 
formation, conduct  appraisals,  anticipate  actions  and  orders, 
inform  o ther  staff  members  and  the  commander,  make  recom- 
mended actions,  write  orders  based  on  the  commander’s 

7 

/ruidance  and  assist  the  commander  by  supervising.  Each 
item  listed  above  is  dependent  on  a good  communications 
environment  to  allow  the  free  flow  of  information  on  which 
recommendations  and  decisions  are  made.  Changes  must  be 
rapidly  interjected  into  staff  planning  to  insure  a con- 
tinuity between  events  on  the  battlefield.  In  this  respect 
there  is  no  substitute  for  the  radio  and  no  alternate  method 
of  communications  has  been  suggested  other  than  a good 
initial  plan  with  a viable  message  center  and  numerous 
liaison  officers.  Strangely  enough  the  majority  of  currant 
tables  of  organization  and  equipment  have  reduced  the 
authorized  number  of  messengers  and  have  relegated  the 
liaison  positions  to  wartime  augmentation.  This  reduction 
is  the  result  of  streamlining  manpower  spaces  produced  by 
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several  studies.  When  shortages  occur  within  the  various 
organizations  these  aro  the  positions  normally  left  vacant 
duo  to  the  perceived  shortage  in  other  important  areas, 
such  as  radio  communication,  the  type  of  positions  which  EW 
may  all  but  eliminate.  Training  Circular  101-5' s stated 
purpose  is  to  describe  an  organizational  and  operational 
concept  that  makes  U.S.  Army  division  CP's  systems  less 
vulnerable  to  a threat  of  highly  sophisticated,  numerically 
superior,  mobile,  and  armored  forces  and  at  the  same  time, 
more  efficient  and  more  responsive  to  the  commander. 

Operating  from  the  tactical  CP  and  main  CP  only  two  messen- 
gers are  recommended  and  no  liaison  officers  are  provided 
in  this  organization. 

Unit  liaison  officers  if  properly  used  provide 
valuable  service  for  the  conveyance  of  orders  and  operational 
materials  from  one  headquarters  to  another.  Liaison  offi- 
cers should  be  used  in  conjunction  with  normal  message  flow 
and  should  not  replace  message  distribution  as  is  often 
done.  The  liaison  officer  will  normally  know  the  commander's 
concept  and  rationale  for  important  decisions  not  conveyed 
through  normal  courier  service.  Few  units  still  carry  the 
liaison  officer  position  on  their  TOEs  but  rather  select 
personnel  as  the  need  arises.  Trained  or  talented  personnel 
are  rarely  picked  because  the  losing  unit  will  not  get  a 
replacement  and  does  not  want  to  give  up  an  individual  in  a 


key  position.  Battalion  task  force  units  participating  in 
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Reforger  1976  often  were  required  to  dispatch  three  liaison 
personnel;  none  existed  on  the  local  MTOEs . These  valuable 
positions  must  be  filled;  they  alone  can  greatly  reduce  PM 
radio  traffic  required  for  coordination  between  units. 

ALTERNATIVE  CONSIDERATIONS  FOR 
THE  EW  ENVIRONMENT 

Informal  interviews  were  conducted  with  allied 
officer  students  of  the  1978  Command  and  General  Staff 

3 

College  class  o gain  an  appreciation  of  alternative  C 
doctrine  and  methodology.  All  such  class  officers  supported 
an  expanded  doctrinal  approach  to  communications,  including 
standardization  at  all  echelons.  The  U.S.  Army  uses  the 
decentralized  approach  whereby  each  unit  develops  its  own 
unique  concept  of  combat  communications.  The  strength  or 
weakness  of  each  concept  is  a reflection  on  the  commander. 

Interviews  with  the  Israeli  and  Egyptian  allied 
officers  indicated  that  during  the  Middle  East  War  of  1973 
both  country's  units  used  standardised  communications 
doctrine  and  equipment.  In  the  mechanized  and  armor  units 
the  commanders  remained  on  the  radios  constantly  as  con- 
trasted with  infantry,  airmobile  and  airborne  units,  which 
because  of  man  packing  radio  equipment,  had  a tendency  to 
use  radio  telephone  operators  more  frequently.  In  those 
units  where  the  commander  remained  on  the  air  transmitting 
directions,  units  reacted  rapidly  to  changing  combat 


ituations  particularly  after  the  detailed  plan  had  been 
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superseded  by  enemy  action.  Their  reliance  on  the  radio 
was  undeniable,  out  signals  were  also  used  for  close-in 
comiunica.  .oi.  to  supplement  the  radio.  Radio  listening 
silence  was  often  used  and  when  timely  communication  was 
required  the  commander  would  talk  directly  to  his  sub- 
ordinate commanders.  RDE  was  used  and  effective  indirect 
fire  could  be  placed  on  an  enemy  target  within  three  minutes, 
consequently  transmissions  were  deliberately  short  and  made 
while  on  the  move.  Often  a central  meeting  place  for  all 
comnanders  was  the  best  arrangement  because  there  was  no 
bettor  way  to  give  guidance  to  subordinate  commanders,  but 
obviously  time  and  circvj::s  zances  did  not  permit  this  to 
occur  on  a regular  basis. 

Wire  communication  was  not  often  used  by  mechanised 
and  armor  units  except  during  defensive  operations ; however , 
infantry  units  used  wire  often.  Xt  was  found  that  wire 
could  be  placed  easily  in  the  desert  and  could  be  laid 
immediately  behind  advancing  emits  to  permit  continuous 
wire  nets.  Wire  lines  were  constructed  across  the  Sues 
Canal  and  provided  the  primary  means  of  communication  for 
the  Egyptian  forces  on  the  East  Bank.  U.S.  Army  doctrine 
was  changed  in  FM  2^-1  in  1 976  to  reflect  wire  as  the  primary 
means  of  communication  during  river  crossing  operations. 

Motorised  messengers  were  not  used  to  any  great 
extent  initially  but  the  ensuing  battle  required  that 


rno:  -senfrors  bo  used  by  bo  t ii  .^nirci:;.  Phey  served  a vital 
funct  ion  for  both  routine  .in  i priori  ty  traffic  whon  radio 
communication  w..o  consented  or  denied  electrically,  Duri 
the  battle,  orders  wore  never  written  by  the  Israelis  and 
messengers  were  or.lv  used  to  carry  rout  Lne  nu  .sages.  Ver 
orders  were  pivrn  from  commander  to  commander  and  in  pers 
if  possible.  Prior  to  the  war  motorcycles  were  used  by  t 
Egyptians  as  convoy  pui.ies,  connecting  files  and  in  the  r 
of  traffic  control  but  not  in  i lie  communication  missions 
which  they  later  conducted  in  the  war.  Following  the  war 
some  Fftyptian  commamors  submitted  clunger  to  the  table  o 
organisation  and  equipment  of  their  combat  units  request! 
tiie  inclusion  of  mototvvcle  mecsonpers  with  forward  units 
The  conimandei**  s loco . .on  during  t he  battle  was  not 
unlike  that  of  U.F.  Army  doc;  .-Lne,  that  is  positioned  wel 
forward.  It  was  felt  that  by  positioning  near  the  forwar 
critical  battle  on  t iie  spot  decisions  coi:let  be  made  .and 
communication  was  really  not  a problem  because  of  the 


extremely  short  distance  to  the  subordinate  commanders, 
communication  was  lost  with  the  subordinate  cotarn^uidei-,  th 
ini  tinting  commander  would  bypass  the  headquart ers  and 
spe.ok  direct  lv  to  t tie  bypassed  commatider’s  subordinates. 
Phis  ability  to  "skip  echelon"  was  used  often  In  the  19?  ' 
Middle  Fast  inr  .i;id  is  .1  etaadar.i  e eriniuni  ca  t ion  technique 
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soviet  Union  anne.i  t'erces 
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Tiae  allied  officers  from  Austria,  England  and  J<  many 
perceived  the  EW  threat  as  a serious  one  and  agreed  that 
rar. ; o transmission  would  be  denied  in  the  initial  stages  of 
the  first  battle.  Radio  listening  silence  would  be  used  one. 
radio  transmission,  when  used,  would  be  brief  and  would  be 
considered  an  exception  to  the  rule . The  radio  is  not  con- 
sidered of  primary  importance  to  communication  in  these 
countries  but  ratnt r as  a luxury  that  may  not  be  available. 

Detailed  plans  are  considered  essential  with  simple 
signals  to  get  units  notified  and  in  defensive  position 
without  delay.  Units  are  to  have  received  guidance  as  to 
their  actions  and  initial  positions  and  to  have  rehearsed 
the  operations  plan.  Civilian  telephone  systems  will  be 
important  in  the  command  one  'ontrol  of  these  units.  The 
telephone  system  is  controller,  by  the  government  in  Austria 
and  territorial  forces  will  man  the  entire  system  during 
times  of  national  emergency.  This  control  is  easily  imple- 
mented since  many  of  the  telephone  employees  are  also  members 
of  the  territorial  army.  Military  land  line  communication 
has  been  fully  integrated  into  the  existing  civilian  cir- 
cuitry allowing  for  redundancy  and  flexibility  of  communica- 
tion. Through  coordinating  this  communication  system  with 
existing  battle  plans , a highly  dependable  command  and 
control  technique  has  been  developed. 

Message  centers  of  most  NATO  countries  appear  to 
mirror  those  of  U.S.  concepts  somehow  now  forgotten  in 
recent  years.  The  message  center  and  its  integration  with 
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otn-T  communication  means  have  become  pas  se  in  the  U.S. 

Army  because  the  commander  has  been  fortunate  to  have  the 
PM  voice  radio.  European  countries  have  taken  a more 
realistic  approach  to  this  phenomenon  since  they  have 
fewer  radios  cund  assume  PM  communication  will  not  be  avail- 
able due  to  EW  actions.  This  perspective  has  created  a 
strong  desire  to  preserve  the  message  center  organization 
and  function.  A novel  approach  by  the  Austrians  is  to  hand 
all  message  traffic  to  the  senior  signal  officer  and  charge 
him  with  the  responsibility  of  delivering  the  message.  The 
signal  officer  examining  the  message  priority  and  knowing 
what  reliable  and  functioning  system  to  use  will  then 
efficiently  dispatch  the  message.  Routine  traffic  may  go  by 
motorcycle  messengers  at  est  Polished  times  and  along  pre- 
scribed routes  while  orders  may  go  by  any  secure  but  direct 
means.  If  the  enemy  force  has  employed  jamming,  deception 
or  direction  finding  recently  the  unit  signal  officer  will 
recognize  this  and  take  necessary  precautions;  an  option  lost 
with  everyone  communicating  his  own  message  as  is  now  the 
case  in  the  U.S.  Army. 

Blind  transmissions  are  still  considered  valuable  in 
several  European  countries.  The  concept,  as  devised  in 
Austria,  is  to  establish  a daily  transmission  time  for  a 
coded  message  and  use  the  local  AM  radio  station  to  broad- 
cast this  message.  The  wattage  of  most  AM  stations  is 
sufficient  to  override  any  attempts  by  the  enemy  to  jam  and 
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..iso  oos.  esses  range  capabili  ;.ic.  . imyone  hav  1 up 

knowledge  of  the  sladon  frequency  ana  possessing  an  in- 
expensive  civil : un  radio  can  receive  the  message.  Each 
coded  messa,-  <.  at  provide  data  so  as  to  vary  transmission 
time  one;  codes.  Such  messages  are  an  excellent  means  of 
fransmi t ting  alert  notices  to  support  centralized  controlled 
operations . 

Allied  countries  give  much  greater  latitude  to  sub- 
ordinates than  does  the  U.S.  Army.  initial  operation  orders 
are  extremely  detail  ..  and  guidance  rich  to  allow  sub- 
ordinates to  grasp  tht  entire  operation  as  the  commander 
visualises  its  conduct . k, sponsibilities  are  spelled-out 
and  subordinates  are  c;  large  *.  to  use  initiative  and  flexi- 
bility to  complete  their  res  ective  or  0001x11110100  mission. 
If  communication  is  temporarily  lost  commanders  have  done 
all  they  can  do  to  influence  the  outcome  of  the  battle  but 
feel  confident  that  subordinates  will  continue  as  directed. 

Some  U.S.  units  have  already  perceived  the  threat  to 
communication  and  have  attempted  to  experiment  with 
different  techniques  to  overcome  communications  shortfall. 

The  1st  Brigade  oi  the  oth  U.S.  Infantry  Division  in 
May  1976,  began  a comprehensive  training  program  to  limit- 
radio  transmission  by  using  messengers  for  routine  traffic. 
Only  short  radio  transmissions  were  utilised.  At  first, 
great  difficulty  was  experienced  because  of  previous  re- 
liance on  the  radio  but  after  a relatively  short  time  units 


become  familiar  and  corafortablo  with  the  now  procedure 
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This  unit  trained  personnel  in  a number  of  supplemental 
Army  communicatioi  tectaiques : signal  flags,  morse  code, 
light-guns , tactical  wire,  holiborne  couriers  and  runners. 
Success  was  limited  in  establishing  an  operational  doctrine, 
but  was  valuable  in  making  personnel  aware  of  the  threat 
and  instilling  an  innovative  spirit  throughout  the  brigade. 

Motorcycles  have  been  used  time  and  time  again  by 
virtually  every  country  as  messenger  carriers.  These 
countries  have  employed  motorcyclists  as  guides,  moans  of 
connection  files,  and  as  light  reconnaissance  forces  and 
one  U.S.  Army  unit  has  employed  motorcycles  as  communica- 
tions platforms.  in  the  early  spring  of  1975,  the  2d 
Battalion,  503d  Infantry,  o " the  101st  Airborne  Division 
(AASLT) , received  six  motorcycles  previously  tested  at 
Port  Hood,  Texas,  to  conduct  further  tests  as  to  the  adapt- 
ability of  this  light  vehicle  to  the  air  assault  division. 

A number  of  tests  were  conducted  including  one  of  involving 
the  application  of  motorcycles  as  a mobile  communication 
platform.  The  concept  devised  by  the  operations  officer 
was  to  employ  several  motorcyclists  as  a part  of  the  com- 
munication platoon  and  to  afix  the  PRC-77  PM  radio  to  the 
motorcycle.  Due  to  the  expense  and  time  lag  to  develop 
this  concept  it  was  found  beneficial  to  allow  the  driver 
to  wear  the  radio  on  his  back  and  employ  a locally  fabricated 
cable  system  joining  the  radio  to  an  avia' 'on  helmet.  The 
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importance  of  this  endeavor  wan  essential  to  the  overall  con- 
cept oT  trasismi  t tin,*:  while  on  the  move.  Messages  to  bo 
transmitted  were  given  to  the  motorcyclists,  who  were  also 
well  trainee;  radio  operators;  they  would  proceed  several 
kilometers  away  to  high  terrain  where  they  would  transmit 
the  message,  receive  an  acknowledgement  and  return  to  await 
the  next  required  transmission.  Numerous  transmission 
locations  were  used. to  transmit  timely  messages  of  high 
priority  but  not  to  disclose  the  command  post  location. 

The  motorcycle  technique  was  field  testing  during  the  Solid 
Shield  Operation  in  1 975  with  excellent  results.  This  con- 
cept is  quite  flexible  by  additionally  providing  radio  relay 

10 

sites  throughout  the  operational  area. 

The  well  established  udio  telephone  operator  (RTO) 
procedures  are  no  longer  valid  to  the  extent  they  once  were. 
Pro words,  prefixes  and  call  signs  as  well  as  lengthy 
authentication  requirements  have  an  inverse  effect  on 
communication  in  an  EW  environment.  Each  of  these  tradi- 
tional aspects  of  communication  security  ( COMSEC ) requires 
additional  transmission  time  to  perform.  The  1973  Middle 
East  War  proved  that  Soviet  technology  had  achieved  a rapid 
and  accurate  means  of  direction  finding,  subsequent  jamming, 
and  destruction.  Artillery  was  accurately  placed  on  the 
target  in  three  minutes  or  less.  U.S.  units  must  be 
proficient  and  transmission  techniques  refined  to  allow 
twenty  second  transmissions . Radio  listening  silence  must 
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bo  . 'o  rule  and  transmissions  only  when  no  other  means  will 
satisfy  the  tactical  requirement.  Another  technique  is  to 
record  a brief  message  on  a tape  recorder  on  a slow  speed, 
say  1-7/8  -pr  but  transmit  it  on  7'}  rpm  to  speed  the 
transmission  time.  The  receiving  station,  when  alerted, 
would  record  on  7}  rpm  but  play  on  1-7/S  rpm  to  receive  the 
message.  This  procedure  would  reduce  time  considerably  and 
be  an  inexpensive  method  to  employ  since  portable  cassette 
tape  recorders  could  oe  used. 

Countless  o her  examples  of  initiative  and  innova- 
tive techniques  undv  .etedly  exist  that  have  been  devised  by 
commanders  and  their  staffs  to  offset  a threat.  Nonetheless, 
most  of  these  techniques  will  have  to  be  "reinvented"  by 
others.  Standardised  comma,  cations  doctrine  and  prescribed 
procedures  must  be  devised  and  distributed  to  all  units  and 
our  allies.  For  one  unit  to  possess  good  communication 
techniques  is  not  enough  when  considering  the  vital  inter- 
operability between  not  only  our  allies  but  between  other 
U.S.  Army  units. 

A publications  reference  list  has  been  developed  by 
Forces  Command  and  is  presented  in  Table  10,  to  assist  the 
commander  in  developing  a training  program.  The  thesis 
author  has  added  several  new  references  to  update  the  list, 
many  of  which  used  have  been  in  previous  chapters.  A 
recommended  KW  reference  library  checklist  iias  been  enclosed 
as  Table  11  to  assist  unit  staff  personnel  in  establishing 
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'Bernard  Loeffke,  "Leave  the  Radio  Home,"  .nfanti-y 
Novomber-December  1977,  p.  11-1.3  • 

^Af tor  Action  Report  on  the  employment  of  Motorcycles 
in  the  Air  Assault  Division,  Gd  Battalion,  903  Infantry  (ABN), 
101st  Airborne  Division  (AASLT) , 19  July  1 979. 


CHAPTER  IV 


i \ EC OK M HN DA  PI ON S FOR  EW  DOCTRINE  AND  TACTICS 

" .v’i tkout  the  command-control-communications  (C‘  ) per- 
mitted b y modern  technology,  military  resources  could  not 
be  used  in  tile  most  efficient  possible  fashion.""^ 

The  net  assessment  of  the  impact  of  electronic  war- 
fare on  the  mechanised  infantry  battalion  clearly  indicates 
tiiat  the  battalion  would  face  a number  of  difficult,  but 
manageable,  C ’ problems  if  r uired  to  fight  on  the  European 
bat  tlefiel d. 

Tiie  battle  captain  co  i fronted  with  the  EV  threat  does 
not  possess  an  adequate  CJ  system  to  effectively  command  the 
resources  at  his  disposal.  His  unit  does  not  presently 
unders tond  the  threat  nor  the  numerous  methods  of  diluting 
tin.'  EW  impact.  13asic  . ■' W awareness  problems  commence  at  the 
basic  schooling  level  and  increase  as  tiie  soldier  progresses 
in  rank  and  education.  Electronic  Warfare  training  has  not 
been  standardised  within  tiie  U.S.  Army  and,  therefore,  there 
is  no  education  focus  toward  the  EW  problem.  Good  communi- 
cation equipment  has  always  been  available  to  the  commander 
and  has  never  before  been  challenged  by  tiie  EW  threat. 
Reliance  on  tiie  effective  communication  system  has  created 
a state  of  animation  toward  new  technology  and  its  potential 
impac  t . 
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There  currently  exists  a ±a;:k  of  appreciation  of 
i ; i e vulnerabill  Ly  ox'  PM  voice  rauio  ami  its  consoquont  im- 
pact on  the  C ^ aspects  of  the  modern  bat  tlcCiold . The  threat 
to  friendly  i -cos  has  been  discussed  in  closed  circles 
but  not  to  the  detail  and  level  required  within  the  service 
schools.  Units  and  personnel  have  not  been  given  the 

necessary  training  to  provide  essential  information  to  fully 

3 

understand  the  threat  to  C~  , methods  to  be  employed  to 
dilute  this  impac-,  and  alternate  methods  of  communication. 
More  importantly,  the  chain  of  command  has  n recognised 
the  requirements  nor  provided  units  with  the  organisation 
not  only  to  survive,  but  ale  - win  the  first  battle. 

Training  in  general  _s  poor  because  the  soldier 
receives  his  basic  communications  training  and  is  shipped 
to  his  unit  where  emphasis  is  directed  at  his  primary 
military  occupational  specialty  (MOS) . He  does  not  receive 
continuity  training  unle.  ' is  assigned  in  a communications 
MOf.  Tactical  communications  have  always  taken  a subordinate 
roll'  to  required  administrative  traffic  and  considerations . 
Often  units  are  denied  good  terrain  during  field  training 
exercises  (PTX)  because  of  the  requirement  to  establish 
wirelines  or  range  drops  for  administrative  reporti ng. 
del'  iers  quickly  learn  the  unit's  requirements  .ana  adapt  to 
the  system  without  Knowing  the  reasons . Certainly,  safety 
durin.;  peacetime  training  is  essential  and  may  be  the 
driving  force  behind  positioning  and  communication  activities, 
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but  unless  this-,  is  clearly  understood  by  the  soldier  and 
how  it  would  really  to  done  in  comb.  , negative  training 
oc  c arc . 

A 

Trar.  r.  cion  orocedures  are  not  enforced  to  the  degree 

I 

required  to  provide  proficient  radio  telephone  operations. 

Net  control  stations  seldom  correct  procedures  which  would 

provide  instant  training  feedback  to  the  RTO.  Tne  fact 

that  an  RTO  thinks  someone  is  listening  is  sufficient  to 

produce  excellent  procedures  and  signal  training. 

3 

Tactical  unit's  lacking  C .Army  wide  doctrine  have 
developed  techniques  co  overcome  their  perceived  threat. 

Much  emphasis  have  beer,  given  ;o  interoperatability  among 
NATO  countries;  but,  w.  fail  to  see  our  own  lack  of 
I standardization  within  the  U.3,  Army  in  communications 

matters.  Jf  units  are  rapidly  deployed  to  forward  defense 
areas  or  flown  in  from  CONUS,  well  developed  unit  techniques 
may  have  the  opposite  effect  for  which  they  were  intended. 

3 

RECOMMENDATIONS  FOR  CJ  IMPROVEMENT 

1.  Training  and  Doctrine  Command  (TRADOO)  should 
consolidate,  evaluate  and  establish  C'5  doctrine . A central 

* * 

agency  should  be  established  to  process  feedback  from  units 
as  the  new  concepts  are  field  tested  and  are  refined  into 
solid  tactical  doctrine.  TRADOC  should  insure  that  CJ  sub- 
jects ar  standardized  within  the  service  schools  and  should 
monitor  and  assist  unit  training  by  providing  doctrine  and 
lesson  plans. 


j 


. . An  Army  level  public-  ;on  should  be  written  to 
provide  ,‘ruidance  f or  survivability  and  more  specifically 
for  C'  interop  -ability.  Tills  publication  should  be 
oriented  o he  battle  captain  level  and  be  a part  of  the 
How  to  Pighc  manuals  currently  being  fielded.  The 
principle  aim  of  the  PM  would  be  to  standardise  responsi- 
bilities and  techniques  to  enable  new  units  and  replace- 
ment personnel  a rapidly  reach  combat  effectiveness . 

3.  Threat  oriefings  should  be  conducted  among  ail 

3 

ranks  providing  g<  ■ ?ral  information  concerning  C"-  vulner- 
abilities in  order  co  establish  a common  awareness  of  the 
seriousness  of  the  problem.  An  examination  should  be  con- 
ducted into  the  possibility  of  declassifying  some  of  the 

available  training  material  ro  extend  this  vital  information 

3 

down  to  the  troop  level,  where  many  of  the  C'  problems 
originate.  Those  classified  films  and  documents  that  remain 
a(  the  present  classification  level  should  be  available  in 
sufficient  number  to  present  training  to  all  officers  and 
NCOs.  The  degree  of  secrecy  traditionally  attached  to  EW 
subjects  must  be  removed  to  the  extent  possible  to  provide 
the  widest  dissemination  of  valuable  information. 

4.  Communication  procedures  should  be  taught  to  all 
users,  officers  as  well  as  RTOs;  all  RTOs  must  be  licensed 
to  insure  a satisfactory  degree  of  proficiency  has  been 
attain  d.  Training  should  be  continuous  with  periodic 

3 

validation  tests  for  all  licensed  personnel  in  C'  subjects. 
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degree  do I by  oar  C vulnerabilities . Present  training 

levels  will  be  indicated  as  units  are  tested  with  a detailed 
EW  training  ana  evaluation  outline. 

6.  A new  procodire  must  be  developed  for  the  alloca- 
tion of  radio  frequencies  within  the  comraanication  spectrum. 
Battle  captains  must  have  sufficient  discrete  frequencies 
to  enable  their  Cr  the  best  probability  of  success.  Two 

literate  frequencies  for  each  unit  would  provide  excellent 

.3 


C links  for  the  comma.a 
(Ol)  nets. 


operations  and  intelligence 


7.  The  table  of  orga.:- . zation  and  equipment  for  the 

mechanized  infantry  battalion  should  be  changed  to  provide 

3 

a C essential  organization . Both  messengers  -and  liaison 
personnel  should  continue  to  be  carried  as  combat  essential. 
A messenger  section  of  six  rtussengers  and  an  WCO  shoulvi  be 
established  with  their  own  organic  transportation  and 
standby  aircraft  available  for  priority  missions.  Two 
liaison  officers  should  be  assigned  to  the  operations  sec- 
tion of  the  battalion  headquarters.  Their  mission  would  be 
to  coordinate  between  their  parent  unit  and  higher,  lower 
and  adjacent  units. 

o.  Motorcycles  should  be  used  in  infantry  units  as 
primary  transporta tion  for  both  messengers  and  mobile  trans- 
mission techniques.  Past  reliable  transportation  is 


so 

fti  i'tl  Cor  mucaenf’or  oinploymon.  . Ina  I iail  coots  outlay 
'•'i  m. i i 1 1 1 ' 1 1. 1 in  .ip  . i K ■ x | >i  'i i; ' i v i ■ L\ ' i mol  o reveler-;  .uf.ii/  j oti.il- 
1 y,  hi-.  • mol.orrv  . ios  will  no f udvoi-sely  affect  duple yinen t 
loadin,  .'la,  . and  vehicle  density. 

AREAS  FOR  FUTURE  RESEARCH 

O 

Command,  control , and  communication  (CJ)  is  a com- 
plex multifacotea  subject  worthy  of  additional  study  and 
research  in  order  to  formulate  the  best  possible  courses  of 
action.  One  such  . O2oic  closely  related  to  this  thesis  is 
that  of  the  military  estimate  and  decision  process.  The  metho 
in  which  tile  comraandoi  sende  his  guidance,  the  staff 
coordinates  between  unite,  and  decisions  are  made  and  orders 
given,  arc  the  life  blood  of  the  unit.  Future  decisions 
will  be  made  under  conditions  of  limited  communication. 
Commanders  at  all  levels  must  be  prepared  to  continue  the 
fight  devoid  of  communicat-'ons  with  their  superiors . The 
implication  of  isolation  on  the  battlefield  presents  a new 
dimension  in  decisionmaking  of  the  subordinate.  A number 
of  possibilities  come  to  mind:  decision  matrices,  time  de- 
cision continuum,  and  risk  analysis ; all  of  which  depend  on 
decisions  based  on  estimates  and  momentary  isolation  from 
communication  links.  Communication  isolation  is  a distinct 
possibility  due  to  the  EMP  created  by  nuclear  detonation. 

Research  into  decision  processes  and  alternate  means 


of  communication  is  essential 
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Another  important  aspect  for  possible  future  investi- 
ai.  iort  i . that  of  ci.anges  to  cho  st  andard  five  pa.ra.gra.ph 
f_  Id  order.  W.  old  it  be  more  advantageous,  granting  the 
present  t’  , to  expound  on  paragraph  three,  execution , 

by  rendering  aetuil  of  the  commanders  guidance?  Another 
neglected  portion  is  paragraph  five,  Command  and  Signal, 
which  may  now  require  more  detailed  information  as  to  all 
headquarters  locations  and  details  of  CBOI  changes. 
Certainly,  messenger  overlays  should  include  sufficient 

detail  to  function  as  the  primary  communication  link,  if 

3 

required.  Possibly  a C'  annex  would  be  appropriate  thus 
removing  redundancy  throughc  the  order  but  rendering 
necessary  detail  as  required. 


SUMMARY 

A war  in  Europe  would  be  a short  and  violent  conflict 
3 

demanding  the  best  C system  available  to  fight  outnumbered 
and  win.  It  can  be  done,  but  only  through  a new  ana  vigorous 
training  and  organizational  program.  The  recommendations  in 
this  chapter  are  not  all  inclusive , but  if  followed,  would 
prevent  many  of  the  glaring  errors  in  Command,  Control,  and 
Communication.  An  aggressive  pursuit  to  arrest  these  adverse 
trends  will  quickly  pay  dividends  as  the  U.S.  Army  prepares 
to  fight  the  first  battle. 
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